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SUBJECT: Disclosure of Protected Health Information without Patient Authorization

Purpose
This policy is to ensure that the handling of protecied health information is done consistently throughout
the Department of Corrections.

Policy

Division of Juvenile Corrections shall disclose outside of the Department of Corrections Protected
Health Information without the written authorization of a patient, or authorized representative, only as
permilted under federal and Wisconsin law pursuant to a court order or a legal exception.

References

Wisconsin Statutes Ch. 48 - Children's Code

Wisconsin Statutes Ch. 51 — State Aleohol, Drug Abuse, Developmental Disabilities and Mental Health
Act

Wisconsin Statutes s, 51.30 — State Alcohol, Drug Abuse, Developmental Disabilities and Mental
Health Act, Records

Wisconsin Statutes Ch. 55 — Protective Service System

Wiscensin Statutes ss.1486.81-.84 — Miscellaneous Health Provisions

Wisconsin Statutes s. 252.15 ~ HIV Test Resuits

Wisconsin Statutes Ch. 971 ~ Criminal Procedure — Proceedings Before and at Trial
Wisconsin Statutes Ch. 875 — Sex Crimes Law

Wisconsin Statutes Ch. 880 — Sexually Viotent Person Commitments

42 Code of Federal Regulations Part 2, AODA Records

45 Code of Federal Regulatians, Parts 160 and 164, Health Insurance Portabllity and Accounting Act
{HIPAA)

DAL Policy 500.50.09 ~ Disclosure of Protected Heailth information (PHI} With inmate Patient
Authorization and Coust Orders

DAl Policy 500.50,15 — Request for Accounting of Disclosures of PHI Without Authorization
Attachment 1 — Disclosure Of PHI For Workers' Compensation Claim

Attachment 2 ~ Permitted Disclosures Under 42 C.F.R. PART 2 Regarding AODA Information
Altachment 3 ~ De-ldentification of PHI

Attachment 4 — Required Recording/logging

Definitions
AQDA — Alcohal and Other Drug Abuse
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Authorization

Authorized Representative — Individual with legal authority o act on behalf of a minor such as a parent
or legal guardian, or on behalf of an adult such as a guardian of the person, or health care agent under
an activated Power of Attorney for Health Care.

CMR - Centrai Medical Records

Disclosure of PHI — Release, transfer, provision of access to, or divulging in any other manner of PHI
outside of DOC,

DOC — Department of Corrections

DOC-1162A - Authorization for Use and Disclosure of Protected Health Information (PH)

DOC-3342 - Disclosure of PHI Without Patient Authorization

Health Care Record — Official DOC record that includes the Medical Chart, Dental Record
Psychological Records-Coples envelope, Medications Record envelope, Patient Request Foldér,
Psychological Services Unit Record, and other components as determined by the Bureau of Health
Services.

Health Infermation - Any infermation, including genetic information, whether oral or recorded in any
form or medium, that; is created or received by a health care provider, health plan, public health
authority, empioyer, #ife insurer, school or university, or heaith care clearinghouse; and relates to the
past, present, or future physical or mental health or condition of an individuat; the provision of health
care to an individual, or the past, present, or future payment for the provision of health care to an
individual.

HIV — Human immunodeficiency virus

Health Services Unit (HSW) — Woric unit that includes the physicians, dentisis, nurses and support staff
who provide health care services to a patient in a BJC institution,

Individually identifiable health information — Information that is a subset of health information, including
demographic information collected from an individual, and: is created or received by a health care
provider, health plan, employer, or health care clearinghouse; and relates to the past, present, or future
physical or mental health or condition of an individual; the provision of health care to an individual; or
the past, present, of future payment for the provision of health care to an individual; and that identifies
the individual; or with respect to which there is a reasonable basis to believe the information can be
used to identify the individual.

IV — Intravenous

Patient — An individual who receives health care services from a health care provider.

Protected Health Information (PHI) — Individually identifiable health information transmitted by electronic
media; mainiained in electronic media; or tfransmitted or maintained in any other form or medium.

Psychological Services Unit (PSU) -~ Psychologists and support staff who provide psychological
services lo a patient in a DJC institution.

Procedure
L Legal Paths to Disclosure of PHI

A. Valid authorization signed by the subject, or person authorized to act on behaif of the youth
patient. See DJC Poalicy 500.50.09.

B. Court order. See DJC Policy 500.50.09.

C. Legal exception under an applicable Wisconsin or federal confidentiality law, as described in
this policy.

. Legally Authorized Disclosures (Statutory Exceptions) Without Youth Patient
Authorization: Summary

A. To Treatment Providers
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1. PHI needed by health providers, within and outside of the DOC, to perform job duties
while rendering assistance to a youth patient, or being consuited regarding the health of
a youth patient. See "3." for exceptions.

HiV test resulis to a health provider who provides care during an emergency.
Limitations of statutory exception:

a. Mental health and developmental disability information created by non-DOC
providers beyond the limited data defined under Wisconsin Statutes s. 51.30(4)(b}

8g.

b, AODA information covered by 42 C.F.R. Part 2, created by DOC and non-DOC
health providers.

¢. Contact, as needed, with HIPAA Compliance Officer regarding disclosure of retrieval
information under “a.” and AODA information.

To entities involved in the payment for off-site health care services provided to youth patient;
i.e., Third Party Administrator that pays, on behalf of the DOC, bills submitfed by off-site
health care providers,

To certain entities to facilitate DOC health care operations.
To county agency, law enforcement and District Attorney for reporting abuse/neglect: g
1. Medical information fo investigate suspected child abuse/neglect. '

2. Mental health information to county agency, department, protective services agency and
law enforcement for reporting abuse/neglect of child under Wisconsin Statutes Ch. 48 or
of an adult under Wisconsin Statutes Ch. 55.

To certain entities upon death of a youth patient:

1. Coroner or medical examiner to enable them to complete death certificate.

2. Department of Health Services, faw enforcement and District Attorney to enable them to
investigate ceriain deaths.

3. Sexual partners and co-users of |V drugs may be told HIV fest results when infected
persan dies, Contact HIPAA Compliance Officer prior to any disclosure in this instance.

To law enforcement and correctional facilities:
1. To health care provider at prison or jail in order to provide continuity of health services.

2. Limited mental health information to law enforcement for person committed under
Wisconsin Statutes Ch. 51, 971 or 976.

3. Medical information to a sheriff to assess compiiance with driver safety plan.
To entities performing audits, program monitoring, oversight of licensed professionals, etc.

To state epidemiologist to report certain communicable diseases, as required by Wisconsin
Statutes.

To subject's attorney and attorney for public for proceedings under Wisconsin Statutes Ch.
980, This does not include AQDA information.

To legally designated protection and advocacy agency Disability Rights of Wisconsin for
investigations.
To federal or state govarnmental agency: Consult with HIPAA Compliance Officer regarding

a request from federal government relating to military service, national security, protection of
the president, etc.
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Authorization

~

To entities involved in an application for Workers' Compensation. Ses Aftachment 1.

M. To certain entities under very limited circumstances under AODA regulations. See

-

Attachment 2.
De-ldentified PHE. See Attachment 3.

Contact HIPAA Compliance Officer for additional guidance regarding permitted disclasures
under statutory exceptions, and for a copy of a detailed tahle describing alf exceptions under
several Wisconsin and federal laws.

Bisclosing PHI

A

Health staff shall verify the identity of a person requesting PHI by obtaining documentation
from the requester, such as asking that the request be sent to the DOC on the requester's
letterhead, or that requester provide the phene number of the haspital, clinic or agency to
enable DOC to call back the requester.

Health staff shall use great care when disclosing PHI to an individual/entity authorized to
receive PHI under this policy by verifying names, phone numbers, fax numbers and
addresses.

if sending PHI via email, click on "encrypt message” to send PHI securely. This will require
the recipient to obtain a passweord, unless DCC has an established secure network with the
reciplent, such as another state agency or hespital/other entity with which DOC has a
contractual relationship.

Recording Certain Authorized Disclosures Made Without Patient Authorization

A.

Wisconsin Statutes Ch. 146 and Ch. 81, and HIPAA regulations have different requirements
regarding the recording of disclosure of PHI, and the inspection of health care records. See
Attachment 4.

Complete the DOC-3342 — Disclasure of PHI Without Patient Autheorization to meet the
recording reguirements under Ch. 51 and HIPAA reguiations. Note that recording of
disclosures under Ch. 51 only applies to disclosure of documents with mental
health/developmentat disability information created by non-DOC health providers.

Read the top of the DOC-3342 to determine whether the disclosure made requires logging.
For example, DQC is not required to record disclosures made {0 another treatment provider,

or with the authorization of the youth patient.

Information entered on the DOC-3342 includes the name of the non-DOC reciplent of the
PHI, dateftime of the disclosure, description of PHI disclosed, purpose of the disclosure, and
initials of DOC employee completing the form.

File the DOC-3342 and the written request received (if any) for the disclosure of the PHI in the Medical

Chart, Miscellaneous Section, or PSU Record, Legal Section.
Record information about the inspection of the Health Care Record, required by Ch. 148, on the DOC-

1163A — Authorized Disclosure of Protected Health Information (PHI) Without Inmate Patient
Authorization, or equivalent form.
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Division of Juvenile Gorrections Facility/Region Implementation Procedure

Facility/Region:

D.JC Policy Number: 500.50.10 | Supersedes Policy Number:

Subject: Disclosure of Protected Health Information without Patient Authorization

MNew Effective Date: 2/1/2018 | Original Effective Date:

Will Implement: (1 As Written 1 With following procedures for facllity implementation

Superintendent's/Regicnal Chief's Approval:




